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Best Practices: Transitioning to the Cloud

* Find out the advantages of transitioning your ProjectWise data
sources to the Microsoft Azure cloud.

You will get the insights into how to optimize and learn about

Bentley’s initial and ongoing support for this transition through
migration and maintenance.
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Bentley Responsibilities

« Operations Management

Proactive Monitoring
Reporting

SLA Tracking / Management

Maintain Systems
Performance

Troubleshoot Server Issues

Disaster Recovery\Business

Continuity

Upgrades to Server OS
Change Management
Systems Maintenance
Security Monitoring

Data Center Physical Security

« Service / Support Desk

Service Desk for
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— Service Request Fulfillment
— System Level Administrative

Problems/Incidents

Configurations

« System Deployment

Access & Security
Management

Monitoring

Problems / Incidents
Updates/Upgrades
High Availability

* Infrastructure Management

Access & Security
Monitoring
Problems / Incidents
Patches / Updates
Capacity Planning

Continuity
Availability

* Implementation

Server Installations and
Configurations

Server/Client Customizations

Global Project Coaching /
Configuration

Project Health Checks
Adoption Services
Best Practices Coaching

Remote Caching Server
Configuration

I
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Reference Document

Bentley

System Overview

* Resource Requirements ‘
ProjectWis Cloud Hosted

¢ _ICenSI ng | Reference Document

* Installing Clients

Technical Support

Month spelled out 2019
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Datacenter Locations
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AzureSpeed.com

@ )| %@ http:/ fwww.azurespeed.com/ = & | | Search... P B O
2 Azure Latency Test - Azure.. % ||

AzureSpeed.com

& | atency Test

& CDN Test Azure Latency Test

Test network latency from your IP location o Azure datacenters around the world.
&3 Upload Speed Test

o Large File Upload Speed Test Please select regions

& Download Speed Test

Asia Pacific:  check all uncheck all
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GEl i RS [] South Africa North
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Azure VM Pricing
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References East US 2 ( Virginia ) 63 ms
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Performance Testing

- Help us determine a datacenter
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* AzureSpeed.com
 Office Performance Profile ,
& /
S 800
3
5 /
2 600
[=
s //
?
= 400
= /
200 /
0 *-
Excellent Very Good Good Exceptable Some Poor ngl(rSeI3Ut
Performance | Performance | Performance Complaints | Performance Usable
—o— Latency 0 50 100 200 300 500 1000

9 | WWW.BENTLEY.COM | © 2019 Bentley Systems, Incorporated Bent lel:]



Caching Servers

The following is a best practice for setting up caching servers for PW Explorer users who roam intemally
and externally when accessing a ProjectWise Design Integration server in the cloud. Here is the scenario:

Your domain is mycompany.com and you are accessing the ProjectWise Integration server myco-
pw_bentley.com. myco-pw_bentley.com is a ProjectWise Integration server that is also hosting storage
( : u u u u areas. It is either in the doud, at another external location, or even at a mycompany.com internal
O n fl u ra t I O n I S I n C I u d e d location. Also, mycompany.com has three caching servers in the following subnets at three different
office locations. If the storage area locations for the datasources the users are accessing are not on the

Integration Server, you will need to add that server to the instructions below.

cachingserverll. mycompany.com is subnet 1592.168.1.%
cachingserverlZ mycompany.com is subnet 192.1e8.2.%

10+ PW users in an office SRR S DR R RS

Mycompany.com has ProjectWise users in an office without a caching server. This office has the subnet
152.168.4.*_ In addition, a number of users in all 4 locations will access myco-pw_bentley.com from
outside the office at public Wi-Fi locations or from home.

5+ PW users in an office that work on the o e

and externally to their network.

Let's assume the gateway server is setup this way:

same projects and files P

mycompany.com’s network.
pwgateway .mycompany.com = 4_.5_&_7 from the external side of mycompany_com's
mnetwork.

Offices that have higher latenc et i e e e

In the [Gateway] section, add routing instructions every ProjectWise user in offices 1,2, & 3 will require.
These gateway instructions will look something like this_._

[] [] [] [] [ ] myco-pw._bentley.com =
cachinserver(l mycompany.com[allow {192.1€8.1.%) ,deny(¥.*.*_.*}]
myco-pw-bentley.com =

cachinserver(Z mycompany.com[allow {192.168.2.%)  deny(*. ¥ . *_*}]
myco-pw-bentley.com =
cachinserver(3 . mycompany.com[allow {192.1€8.3.%) ,deny (¥*.*.*_.*}]

l ' . These gateway instructions will provide every user in the three offices containing a caching server all the
S e O a r e I e S information their ProjectWise Explorer requires. Users in subnet 4 will ignore these instructions as their
subnet is not allowed (deny (* . * . * . *) and will route directly to the myco-pw.bentley.com server for
receiving files. Also, users from outside the network will access the ProjectWise Design Integration
server with a public IF address. They too will ignore these instructions and route directly to the myco-

pw.bentley.com.

When better performance is needed

=
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Service Level Agreemen

Service Credits

Support Targets

Business Continuity

Limitations
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SLA)

Availability Commitment

Termination of Service

gBenTleg

Advancing Infrastructure

Appendix: Service Level Agreement

The following Service Level Agreement (SLA) supplements the SELECT Agreement including Exhibit F Bentley Cloud
Offerings to further define Availability and Support Commitments to enable the achievement of Subscriber's
business objectives. In the event there is a conflict between this Appendix and the SELECT Agreement, this
Appendix shall prevail.

Availability Commitment
Bentley shall provide System Availability per Table 1 below.

Tabie 1 - Availability

Availability System
Commitment Availability Period

959.9% 24x7

Bentley shall measure performance against the Availability Commitment during a calendar menth based on the
following calculation:

Available Minutes — Unscheduled Downtime Minutes

Availability % =
Available Minutes

. Users will be given notice of Maintenance Windows which will be used to apply required patches to the
IT infrastructure to ensure the continued security, availability and performance of the system. Wherever
practical, Maintenance Windows will occur outside of Subscriber’s core business hours.

. The Availability Commitment excludes downtime due to Scheduled Maintenance.

. Unscheduled Downtime is calculated from the minute it is clearly reported by the Subscriber to Bentley,
until Bentley reports it fixed or mitigated. Bentley may subtract from the calculated downtime any time
waiting for a response from the Subscriber

. Only “Critical” Incidents {Table 3 below) will be considered as Unscheduled Downtime in the above
Availability calculation.

. ‘Where Bentley provides multiple production services, identified by different Universal Resource
Locators {URLs), the availability will be calculated for each URL.

Bentley
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Fully Qualified Domain Name (FQ

-pw.bentley.com

ACME-pw.bentley.com
ACME-NA-pw.bentley.com
ACME-US-pw.bentley.com
ACME-TX-pw.bentley.com
ProjectWise. ACME.com

WWW.BENTLEY.COM | © 2019 Bentley Systems, Incorporated

User provisioned certificate creation and renewal process
IT Operations.

A specific process needs to be used when creating and using a custom User domain and S5L certificate.

1. MAS/AU will coordinate with the User to determine certificate common name or names

a. IMPORTANT: any certificate used by Bentley should have a private key that is unique to that
certificate

b. If single website, then app.userdomain.com

c. If multiple websites, then - *.userdomain.com
Bentley (IT Ops) will generate Certificate Signing Request (CSR)

a. This ensures security of the certificate’s private key throughout the life of the user contract.
Bentley (MAS/AU) will send CSR to user
User to purchase the certificate according to their Certificate Authority (CA) processes

a. CAwill request authorization from User’'s domain registrant

b. CAwill produce a certificate in response to the CSR that was entered
User will send the certificate to Bentley (MAS/AU to forward to IT Ops)
Bentley (IT Ops) will process the certificate response (this essentially merges the private key with
the certificate from CA)

a. The private key file will be secured with a strong password and stored in an encrypted

password database

Bentley (IT Ops) will install the completed certificate on the appropriate servers with private key
marked not exportable (for security).
Bentley (MAS) will update SSL bindings according to configuration requirements (eg, select
certificate on 11S binding)
User will create a DNS CNAME record pointing to Bentley DNS alias. IP address should NOT be
used. (eg, projectwise.userdomain.com = user-pw.bentley.com)

Bentl

s
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L

Y



Contacts

 Account Contact gBanitey’

« Outage Notification Contact

» Server Approval Contact

ProjectWise Cloud Hosted
} Contact Questionnaire

» Datasource Approval Contact

Month spelled out, Year
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IMS Federation

WWW.BENTLEY.COM

=z Bentley

o~

Sastrinrg Infnsl

Implementing IMS F¢
(SSO) wit

December 14, 2017
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User Identity Provider (IdP) Informd
Please complete the following form and retum to Be
Provider with Bentley's |dentity Management Systen
will setup a call to discuss the next steps and answer

Contact Information

Primary Contact Name:

Primary Contact Email:

Primary Contact Phone Number:

IT Contact Name:

IT Contact Email:

IT Contact Phone Number:

Federation Questions

Your |dentity Provider {Azure AD, ADFS, etc.)

Does your Identity Provider support WS-
Federation protocols?

Email Domain(s) you would like to Federate
with Bentley [ @companyname.com)

Is there a specific Bentley application or
service which is driving this request?

Do you currently use Bentley applications or
services that use Logical Accounts or Windows
Authentication for user authentication
{ProjectWise, eB, SiteOps, etc)

Will you require external 3™ parties to sign-in
using a username which you manage? If yes,
what is the format of the username? Isita
wvalid email domain that you manage {can
receive email).

BENTLEY S TSTEMS, NCORPORATED
865 Biockon Drke:
Exion, Penssyivani 10341-1151

CONNECTED Users

As a CONNECTED User, sign in to Bentle
flexibility. Access your SELECT CONNE
information, live workflow notifications, af
adaptive learning, support and communitiy
mobile and web applications. Harness

Understand your projects and
investment by getting CONNECTED.

How|
How can your organization get CONNECTH
account associated to your organization al
and web applications provide native sign-i
Client.

Step 1 - Register Users
Administrators should register Bentley
(individuzlly or in a bulk upload) in th
management portal (insert link). Be sure
and remove users as needed as
organization evolves.

Own Your Domain
Account Administrators should claim owny
of their email domain and enable auto apy
to ensure users who register themsehv
properiy associated with their account. TH
bec in the User Py

How to create a ProjectWise User account that allows a user to login as either

logical or IMS user.
Logical Account Type

On the general tab, the Name field is used for the username, the Password field is used as it's named
and the Security Type must be Logical as shown below

Seaial | Al Al
Lanern Sederaied Kentky

Identficatizn

Wamages Wk e
Ssttnze Member OF  Crmer O

lersonal Yiadkipace:

Mzmre:

: Jzh Smth

Jezemizn:

|John Sme-

Zral

||:h' archzngreznng car|

Sevurly
Ty Wi s daran,
—ogaal h
[— [T E—
|...u. |...u.

[ ez is cisalded

e

To confirm which account type is used when logging into ProjectWise, right click the datasource and
choose Login in as.. Authentication must be ProjectWise and enter the User Name and Password an

dick Login in
s Wu—
ndy Lagfra
Lzgir as.
Retresh

‘When you are logged into ProjectWise, the User Name is listed after the datasource name.

6% hazopwdE-uee (Joh Swith)
Decuments

- Fg Compunenty
| 9 Savod Semenes

[ ProjectWise Explore Loy in

Anrhertirefizn: | P Wke "

Jeer Mame: | Jobn st

Pesynond: [ wunmemnn

Datazource: | ~adrpwd 2-pw - | Log

Cmrece

COMREITIC

15 imd=ws Sincls Sigr-Cin = =sube-fisadon

Bentley



Data Migration — Files & Database

 Transfer Client - Goodsync
— Secure Connection
— Direct Azure Storage Transfer
— Schedule Jobs
— Parallel Threads

— Delta Transfer

GoodSync

15 | WWW.BENTLEY.COM | © 2019 Bentley Systems, Incorporated Bent leg



How GoodSync Works

( a

ure Temp Storage

Bentley runs GoodSy
s maace . files from Temp Stpras

Hi‘;—
e W 1A 5k i g r .’w
=8 e 12510 - | Schulal

Bentley runs &G
database to
FUFE BA-premise
temp storage restores/
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Go Live Migration

* 5:00pm Stop On Premise Service
— Kick off GoodSync Delta
— SQL or Backup

« Smaller datasources (0 to 2TB)
— Friday Night
» Medium datasources (2TB to 10TB)
— Saturday Noon
 Large datasources (10TB+)
— 2777
* Massive datasource Options (e.g. Storage Area)
 Oracle adds several hours to the database convert

17 | WWW.BENTLEY .COM | © 2019 Bentle y Systems , Incor| porated
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